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Abstract. Here is a more detailed description of the algorithm proposed in [1]. This
algorithm simultaneously uses two cryptographic procedures: encryption using a gen-
eralization of the Markovski algorithm [2] and encryption using a system of orthogonal
operations. In this paper, we present an implementation of this algorithm based on T-
quasigroups, more precisely, based on medial quasigroups.
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Un algoritm de criptare bazat pe o generalizare a algoritmului
Markovski si pe T-quasigrupuri

Rezumat. Se prezintd o descriere detaliatd a algoritmului propus in [1], care utilizeaza
simultan doud procedee criptografice: criptarea bazatd pe o generalizare a algoritmului
Markovski [2] si criptarea printr-un sistem de operatii ortogonale. in aceasti lucrare este
realizatd o implementare a acestui algoritm utilizind 7-quasigrupuri, mai precis quasi-
grupuri mediale.

Cuvinte-cheie: cifru, text criptat, text necriptat, algoritmul Markovski, quasigrup,

grupoid n-ar, T-quasigrup.

1. INTRODUCTION

This paper generalizes a cryptographic algorithm based on the use of quasigroups of a
special form and provides an example illustrating the operation of this algorithm.

Additional information is required for the modifications proposed in this work [3, 4].

2. BASIC CONCEPTS AND DEFINITIONS

Definition 2.1. A binary groupoid (Q, A) is a non-empty set Q with a binary operation
A defined on it. An n-ary groupoid (Q, A) is a non-empty set Q with an Q-ary operation
f defined on it.

83


https://orcid.org/0009-0002-1699-8699
https://orcid.org/0000-0002-5319-5951

AN ENCRYPTION ALGORITHM USING A GENERALIZATION OF THE
MARKOVSKI ALGORITHM AND T-QUASIGROUPS

Definition 2.2. n-ary groupoids (Q, A1), (Q, Az),...,(Q, A,) are called orthogonal if

for any fixed n-tuple ay, ay, . . ., a, the system of the following equations
Al(x17x23 s ,xn) = ala
Az(xl7x2a .. ,xn) = 32,
An(xlaXZ, e ,xn) =dn

has a unique solution.

If the set Q is finite, then any system of n orthogonal n-ary groupoids (Q, A;),i € 1,n,
defines a permutation of the set Q" and vice versa [5, 6, 7]. Therefore, if |Q| = ¢, then
there are (g”)! systems of n-ary orthogonal groupoids defined on the set Q.

There are various generalizations of the definition of orthogonality of n-ary operations
[8,9].

Definition 2.3. A binary groupoid (Q, A) is called a quasigroup if Ya,b € Q two

equations are uniquely solvable: A(x,a) = b and A(a,x) = b.
This definition of a quasigroup is called equational.

Definition 2.4. Garret Birkhoff [10, 11] defined an equational quasigroup as an algebra
with three binary operations (Q, -, \, /) that satisfy the following six identities:

x-(x\y) =y,
(y/x)-x =y,
\(x-y) =y,
(y-x)/x=y,
x/(y\x) =y,
(x/y)\x =y.

Definition 2.5. With a given binary quasigroup (Q, A) there are (3! — 1) other, so-called
parastrophes of the quasigroup (Q, A):

A(x1,x2) = X3,
A1) (xp,x1) = x3,
AT (x3,x7) = x1,
AP (x1,x3) = x2,
A2 (x5, x3) = x4
A1) (x3,x1) = x3.
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Definition 2.6. Letr (Q, ) be a groupoid and a be a fixed element of Q, then we denote
the left, right, and middle translations as L,, R,, and P, respectively, and define them

as follows: Lyx =a-x, Ryx =x-a,x-Pyx =a, Vx € Q.

Translations play an important role in the theory of quasigroups.
In the following Table 1, for each type of translation, the equivalent parastrophe of the

quasigroup (@, -) is shown in each of the six cases [12].

Table 1. Translations of quasigroup parastrophes

e | (12) | (13) | (23) | (123) | (132)
R | L |R'" P | P | L}

L | L | R |P'|L'| R P
P

Definition 2.7. A non-empty set Q with an n-ary operation f defined on it, such
that in the equation f(x1,X2,...,X,) = Xp41 the knowledge of any n elements from
X1,X2, .« »Xn,Xn+1, Makes it possible to uniquely determine the remaining (n + 1)th

element, is called an n-ary quasigroup.

Definition 2.8. An n-ary groupoid (Q, f) is said to be isotopic to an n-ary groupoid
(Q, g) if there are permutations (L1, U2, . . . , in Of the set Q such that: f (x1,X2,...,X,) =
p g (X, poxa, .y HnXn) VX1, X2, . X € Q.

It is written: (Q, f) = (Q,g)T, where T = (uy, ua, ..., y)— is an isotopy of an n-
ary groupoid.

If f = g, then we get an autotopy of the n-ary groupoid (Q, f). The last component of
an autotopy is called a quasiautomorphism.

If uy = up = - - = uy, then the groupoids (Q, f) and (Q, g) are said to be isomorphic.

And finally, if gy = yup = --- = u, = y, and f = g, then we obtain an automorphism
of the groupoid (Q, f).

Definition 2.9. n-ary quasigroup (Q, f) of the form:

FO) =aixr +agxa + -+ apxy +a = XL aix; +a,
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where (Q, +) is a group, a1, @y, . . ., @, are some automorphisms of the group (Q, +), and

an element a is some fixed element from the set Q, we will call a linear n-ary quasigroup
(over the group (Q, +)) [12].

Definition 2.10. An n-ary linear quasigroup (Q, f) over an Abelian group (Q, +) is called
an n-ary T-quasigroup [13]. If n = 2, then a quasigroup from this class of quasigroups is
called a T- quasigroup [14, 15].

The following identity for an n-ary quasigroup (Q, f)

SO, x12, 05 X1n), f (%21, X22, -+ 5 X20)5 -+ o5 f (Xnls Xn2, -+« 5 Xnn)) =
SO Gennsxars s Xn)s f(X12,X22, -+ -5 Xn2)s - -+ f (X0 X205 -+ - Xnn))
is called the medial identity [16]. An n-ary quasigroup with a medial identity is called an
n-ary medial quasigroup.
In the binary case, we get the usual medial identity:

Xy - uv =Xu-yv.

Definition 2.11. A quasigroup (Q,-) is a T-quasigroup if and only if there exists an
Abelian group (Q, +), its automorphisms ¢ and ¥, and a fixed element ¢ € Q such that
xX-y=¢x+yy+c, forallx,y € Q[14,15]. A T-quasigroup with the additional condition
oY = ¢ is called medial.

Medial quasigroups, like other classes of quasigroups isotopic to groups, allow one
to construct quasigroups with predetermined properties. Often these properties can be
expressed in terms of the properties of groups and isotopy components.

In the following theorem, the expression A L () A means that the quasigroups (Q, A)
and (Q, ® A) are orthogonal [12].

Theorem 2.1. For a finite quasigroup (Q, A), the following equivalences hold:
(A LA & ((N\2)-x=(\2)-y=x=y);

DAL PAe (zx-x=zy-y=>x=Y);

(iNA L PAe (x-xz=y-yz=>x=y);

(MALIPA e (x-zx=y-zy=x=Y);

WAL BPDA o (xz-x=yz-y=>x=y), forallx,y,z € Q.

To construct the quasigroups mentioned in Theorem 2.1, one can use GAP and Prover
[17].
If (Q, ) is a T-quasigroup of the form x - y = ¢x + ¥y + ¢, then its parastrophes have

the following forms, respectively:

x(l-z)y:a,bx+¢y+c,
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x Wy =gty —glyy - g7le,
x 3y =y lgx ey ly—yle,
x By = g lyx+goly - g7l
x By =yl —ylgy -yl
To construct a quasigroup (Q, A) orthogonal to its parastrophe in a more theoretical

way, one can use the following theorem [4, 18].

Theorem 2.2. For a T-quasigroup (Q, A) of the form: A(x,y) = ¢x + Yy + c, the
Jollowing equivalences hold over an abelian group (Q, +):

(A L DA o (¢ —y), (¢ + ¥)) are permutations of the set Q;

(i)A L A & (e + ¢)is a permutation of the set Q;

(ii))A L @A & (e + ¢)is a permutation of the set Q;

(iv)A L () A o (¢ + y?)is a permutation of the set Q;

(WA L BDA o (¢% + )is a permutation of the set Q.

Corollary 2.1. T-quasigroup (Z,, o) of the formxoy = k-x+m-y+c, where (Z,,+) isa
cyclic group of prime order p, k,m,c € Z,; k,m, k+m,k—m,k+1,m+1, K+m, k+m? #

”

0 (mod p), where the operation is multiplication modulo p, is orthogonal to any of

its parastrophe.

Quasigroups from Corollary 1 are suitable objects for constructing the above algorithms
[4].

Belousov [19] has a proof of Toyoda’s theorem, namely: if (Q, A) is a medial quasi-
group, then there exists an Abelian group (Q, +) such that the operation A has the form:
A(x,y) = ¢x + ¥y + ¢, where ¢,y are automorphisms of the group (Q, +), moreover,
oY = ¢, and c is some fixed element of Q.

The converse Toyoda theorem also holds.

Theorem 2.3. (Toyoda’s inverse theorem) Let (Q, +) be an arbitrary abelian group, ¢,
be automorphisms of the group (Q,+), where ¢ = W, ¢ € Q is a fixed arbitrary
element. Then (Q, -) is a medial quasigroup, where x - y = ¢x + ¥y + ¢,¥x,y € Q.

3. REesuLrs

Below we denote the action of the left (right, middle) translation to the power of a of
a binary quasigroup (Q, g1) on an element u; by the symbol 4, Tz (u1). And so on. Here
[; means the leader element.
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A description of Algorithm 1 and an example that implements the operation of this

algorithm can be found in [3]. Now we give a generalization of Algorithm 1. Note that

the algorithm works for texts with even length.

Algorithm 3.1. (Algorithm 1%).
Encryption. Initially, we have the plaintext uy, us, . .., us,.

Step 1.

AT () = vi, T (u2) = va, " (vi,v2) = (V). v));
Step 2.

gsT‘C)l;ZI (u3) = v3, g4T‘222(u4) = va, FyP (v3,v4) = (v, V)3
Step 3.

’ ’
gsT 7' (us) = vs, g T (ug) = ve, F5™ (vs,v6) = (v5,v):
3 4

Step N.

a, ’ ’
P IT . 1(uzn 1) = Von-1, gon I , “2 (Ugn) = Vops Fy™ (Vap—1,van) = (Vo1 Van)-
n— n

2n*
Thus, to encrypt a plaintext of length 2n, we need 2n different operations on the

We get the ciphertext \/1 , v'z, cesV

quasigroups used in Algorithm 1*, n different values of the function F, 2 leader elements,

and 3n different powers used in the translation algorithm.

’

Decryption. Let us have a ciphertext of the form 1/1 , v’z, P
Step 1.
Fr% (v, vy) = (v1,v2), o T " (1) = i, 0T, "% (v2) = uas
Step 2.
D' va') = (v3,v4); g T 2 (v3) = u3, o, T 2(v4) = ug,
Step 3. .

aB (V5a 6) = (vs,v6); g5 o '(vs) = us, g(, (VG) = U,
3 4

Step N.
—Qny , 7 ,
F (v2n 1’v2n) = (v2n la Van).
82n- 1 (VZn 1) = U2p-1, an (VZn) = Uy,
2n 1 2n
We received a plaintext of the form uy, uy, . .., uz,.

From Algorithm 1* we obtain the classical Markovski algorithm if we take only one
quasigroup, one kind of quasigroup translation (left translations), each of which is taken
to the first degree, and if the system of orthogonal operations (crypto procedures F) is not

used. Some generalizations of Algorithm 1 are given in [4].
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The Markovski algorithm is a special case of Algorithm 1*. As in the Markovski
algorithm, in Algorithm 1%, the powers a1, a1z, . . ., a,3 must be different to protect this
algorithm from chosen plaintext and ciphertext attacks [3].

Consider the operation of Algorithm 1* based on T-quasigroups using a specific

example.

Example 3.1. Take a cyclic group (Z313,+) = (A, +).
Initially, we have a plaintext uy, uy, us, uq, us, ug of length k = 6.
1) First, we define all the T-quasigroups we need.
1. Define a T-quasigroup (A, g1) = (A, %) of the form:
xxy=25-x+37-y+11
with the leader 1. The mapping x — x * [| will be denoted by Ry, ,i.e., Rj, (x) = x * [ for
all x € A.
To find the mapping Rl_ll taking into account Table 1, we find the type of operation (1*3 )
using the formula: x (1*3) y=¢ x—¢p lyy—oplc.
¢ =25y =37c=11,
¢! =253 ( mod 313) = 288, -¢~! =25,
—¢~'y =25-37( mod 313) =299,
—¢~'c =25-11( mod 313) = 275.
We have:

(13)
x % y=288-x+299-y+275,

R = (13)l _ r3), h . A (13)) < “rieht i .
, =X * L =R "x. Inasense, e quasigroup (A, =) is a “right inverse quasi-

13
group” to the quasigroup (A, x). Note that Corollary 2.1 implies that (A, «) L (A, (* )).

2. Define a T-quasigroup (A, g2) = (A, o) of the form:
xoy=T75-x+39.-y+100

with the leader ;. Mapping x — [, ox is denoted by Ly, i.e., Ly,(x) = [y ox forall x € A.

-1
L’

formula: x @ y=—¢lox+yly -y le
¢ =754 =39,c =100,
Y1 =393 mod 313) =305, -y~ =8,
—~1¢ =8-75( mod 313) = 287,
—y~ e =8-100( mod 313) = 174.

23
To find the mapping L, ", we use Table 1 and find the type of operation (o) by the

We have:

(23)
x o y=287-x+305-y+ 174.
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3. Let us define a T-quasigroup (A, g3) = (A, %) of the form:
x*xy=127-x+213 -y + 19.
Mapping x — y % x is denoted by L,i.e., Ly(x) =y x x forall x € A.

(23)
To find the mapping L;l, use Table 1 and find the type of operation * by the formula:

(23) -1 -1 -1
X *x y==¢y dx+yYy y—y c

¢ =127, =213,c = 19,
v~ = 213311 mod 313) =241, -y~ =72,
—~'¢ =72-127( mod 313) = 67,
—~'e=72-19( mod 313) = 116.
We have:
(23)
X % y=67-x+241-y+116.
4. Let us define a T-quasigroup (A, g4) = (A, O) of the form:
x0y =151 -x+301 -y + 199.

Denote the mapping x — x0y by Ry,i.e., Ry(x) = x0y for all x € A.
(13)
To find the mapping Ry ! taking into account Table 1, we find the type of operation ¢

(13)
using the formula: x ¢ 'y = ¢~ 'x — ¢ lyy — ¢~ c.
¢ =151, =301,c = 199,
¢~ = 15131 ( mod 313) =199, ¢~ = 114,
—¢~'y =114 -301( mod 313) = 197,
—¢p~'c=114-199( mod 313) = 150.
We have:
(23)
x ¢ y=199-x+197 -y + 150.
5. Let us define a T-quasigroup (A, gs) = (A, ©) of the form:
xOy=213-x+3-y+0.
The mapping x — x @ y will be denoted by Ry,i.e., Ry(x) = x ©y forall x € A.

(13)
To find the mapping Ry ! taking into account Table 1, we find the type of operation ©

(13)
using the formula: x © y=¢ 'x -~y - o~ lc.
¢ =213,y =3,c=09,
¢~ = 21331 ( mod 313) =241, ¢~ =72,
—¢~ 'y =72 -3( mod 313) = 216,
—¢~lc=72-9( mod 313) = 22.
We have:
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(23)
X O y=241-x+216-y+22.

6. Let us define a T-quasigroup (A, g¢) = (A, ®) of the form:
x®y=303-x+200-y+99.
Mapping x — y ® x is denoted by Ly,i.e., Ly(x) =y ® x for all x € A.
To find the mapping L', we use Table 1 and find the type of operation (?@3) by the
formula: x %93) y=—ylox+yly —yle
¢ =303,y =200, c =99,
Y~ =2003"( mod 313) = 36, -y~ =277,
— 1 =277-303( mod 313) = 47,
— e =277-99( mod 313) = 192.
We have:
x(g)y:47-x+36-y+192.
2) We define systems of two parastrophic orthogonal T-quasigroups. We need 3 systems
of cryptofunctions F.
1. We define a system of two parastrophic orthogonal T-quasigroups (A, g7) = (A, ©)

(23)
and (A, @) as follows:
x@y=T7-x+12-y+13

(23)
X @ y=182-x+287y+25.

(23)
Denote the quasigroup system (A, @, @ ) by F\(x,y), since this system is a function
of two variables. To find the mapping F L(x, y), we solve the system of linear equations:
7-x+12-y+13=a 175y =182 -a + 306 - b
=
182 - x+287-y+25=» 138x =287 -a+301-b+ 12
. x=86-a+136-b+ 177
F] (xa )’) :
y=289-a+25-b.
Therefore, we have, if Fi(x,y) = (a,b) = (7T-x+12-y+ 13,182 - x + 287 - y + 25),
then Fl_l(a,b) =(86-a+136-b+177,289-a+25-b).
2. We define a system of two parastrophic orthogonal T-quasigroups (A, gg) = (A, ®)

(23)
and (A, © ) as follows:
x@y=79-x+113-y+23

(23)
x ©@ y=27-x+277-y+202.
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(23)
Denote the quasigroup system (A,®, © ) by F>(x,y), since this system is a function

of two variables. To find the mapping F; (x,y), we solve the system of linear equations:

79 -x+113-y+23 =a 52y ==-27-a+79-b
S
27 -x+277-y+202=» S2x=277-a—-113-b + 179

Fl(x,y)
y=162-a+152-b.

Therefore, we have, if Fp(x,y) = (79 - x + 113 - y + 23,27 - x + 277 - y + 202), then
Fy'(a,b)=(216-a+52-b+178,162-a + 152 b).
3. We define a system of two parastrophic orthogonal T-quasigroups (A, g9) = (A, ®)

.|x—216-a+52-b+178

(13)
and (A, ® ) as follows:
x®y=81-x+101-y+99

(13)
X ® y=228-x+134-y+277.

(13)
Denote the quasigroup system (A, ®, ® ) by F3(x,y), since this system is a function
of two variables. To find the mapping F; L(x,y), we solve the system of linear equations:

81-x+101-y+99=a 280y =228 -a—-81-b-135
4 =

228 -x+134-y+277=0b 280x =-134-a+101-b

F (ry) x=42-a+272-b
x,y):
’ y=50-a+287 - b+6l.

Therefore, we have, if F3(x,y) = (81 -x + 101 - y + 99,228 - x + 134 - y + 277), then
F;'a,b) = (42-a+272- 5,50 - a + 287 - b + 61).

Now we can use all the operations described above in Algorithm 1%,

Let the plaintext look like 56; 43; 105; 59; 61; 19.

In the algorithm, we will use the following values of the degrees:
ain =3san = liaiz =25a2 = 15an =35a3 = 2;a31 = 3;a3n = 25a33 = 1.

Let us choose the elements as leaders: [} = 110;1, = 210.

Encryption.

Step 1.
aly " (ur) = e T710(56) = v1,
g1T1110(56) =u *xl;] =56%110=25-56+37-110+ 11 = 160,
a1 T10(56) = ¢, T},,(160) = 160 110 = 25 - 160 + 37 - 110 + 11 = 256,
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e T20(56) = ¢, T),1(256) = 256 % 110 = 25 - 256 + 37 - 110+ 11 = 152 = vy,
g2 ?12(1"2) =& 210(43) =V,
T),,(43) =1,043=75-210+39-43 + 100 = 312 = v,,
F{'(vy,v2) = F3(152,312) = (v}, v,),

F!(152,312) = (7- 152+ 12- 312 + 13,182 - 152 + 287 - 312 + 25) = (126, 171),
F?2(152,312) = F} (126,171) = (7- 126 + 12 - 171 + 13,182 - 126 + 287 - 171 +25) =
(130,44) = (v, v)),

Step 2.

T“21 (u3) = ¢,T}5,(105) = v3,

T, (105) = 130 % 105 = 127 - 130+ 213 - 105 + 19 = 82 = V3,
4 ‘222(144) =g 44(59) = V4,
2T, (59) = 59044 = 15159 + 301 - 44 + 199 = 129,
T2,(59) = ,T/,(129) = 129044 = 151 - 129 + 301 - 44 + 199 = 57,
T3,(59) = ¢, T),(57) = 57044 = 151 - 57 + 301 - 44 + 199 = 140 = vy,
Fy (v3,v4) = F}(82,140) = (v3,v,),

F)(82,140) = (79 - 82 + 113 - 140 + 23,27 - 82 + 277 - 140 + 202) = (98, 193),
F3(82,140) = F}(98,193) = (79-98 + 113 - 193 + 23,27 - 98 + 277 - 193 + 202) =
(152,282) = (vy, v)),

Step 3.
5T‘23I (us) = g5T1352(61) =Vs,

s T1s,(61) =61 © 152 =213-61 +3-152+9 = 312,

0T, (61) = ¢ T, (312) =3120 152 =213 - 312+ 3 - 152+ 9 = 252,
152(61) = ¢sT1,(252) =2520152 =213 252 +3- 152+ 9 = 305 = vs,
g6 a?”("%) = g6 282(19) = Ve,
s 5, (19) = 282® 19 = 303 - 282 + 200 - 19 + 99 = 140,
g6 35, (19) = ¢, The,(140) = 282 ® 140 = 303 - 282 + 200 - 140 + 99 = 239 = v,
;33(‘)5’ V6) - F3 (305’ 239) - (v55v6)>
F)(305,239) = (81-305 + 101 - 239 + 99,228 - 305 + 134 - 239 + 277) = (115,118) =

(vs, vg)-

We get the following ciphertext: 130; 44; 152; 282; 115; 118.
Decryption.

Step 1.
Fr3(v,vy) = FT2(130,44) = (vi,v2),
F1(130,144) = (86 - 130 + 136 - 44 + 177,289 - 130 + 25 - 44) = (126, 171),
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F2(130, 144) = F71(126, 171) = (86 - 126 + 136 - 171 + 177,289 - 126 +25 - 171) =
(152,312) = (v, v2),
ST = T(15D) =
WTab(152) =152 % 110 288152 +299 110+ 275 = 256,
WT2(152) = 4, 110(256)—256 110 = 288 - 256 + 299 - 110 + 275 = 160,
3(152) = o, TH(160) = 160 ‘5 110 = 288 - 160 + 299 - 110 + 275 = 56 = u,
T2 (1) = ¢, T50(312) = us,
T (312) =210 0 312 = 287 - 210 + 305 - 312 + 174 = 43 = 1,
Step 2.
F,“®(vy,v,) = F;%(152,282) = (v3,v4),
Fy1(152,282) = (216 - 152+ 52 - 282 + 178,162 - 152 + 152 - 282) = (98, 193),
F52(152,282) = F;1(98,193) = (216 - 98 + 52 - 193 + 178, 162 - 98 + 152 - 193) =
(82, 140) = (v3,v4),

gl i 2(v3) = g3 130(82) = us,
1

81 110

2 130(82) =130 * 82 67 -130+241-82+ 116 = 105 = us,
(V4) = g4 44 (140) = U4,

24 441(140)_140 <> 44_199 140 + 197 - 44 + 150 = 57,

e T2 (140) = o, T, (57) = 57 <> 44219957+ 197 - 44+ 150 = 129,

3(140) = ¢, T,;'(129) = 129 <> 44 199 - 129 + 197 - 44 + 150 = 59 = uy,
Step 3.
Fy“3 (v, vg) = Fy2(115,118) = (vs, ve),
F;U(115,118) = (42-115+272-118,50- 115 +287- 118 + 61) = (305,239) = (vs, ve),

ST;,““ (vs) = ¢5T;5,(305) = u

3

o

(13)
osT25(305) =305 © 152 = 241305 +216 - 152 +22 = 252,
(13)
s Ti2(305) = o T;2h(252) = 252 © 152 = 241252 +216- 152 + 22 = 312,
(13)
5T (305) = ¢ T1:h(312) =312 © 152 =241-312+216- 152 +22 = 61 = us,

gl o (ve) = g6 232(239) = Ue,
4

o6 Toh (239) = 282 ® 230 = 47282+ 36 - 239 + 192 = 140,
(23)
26 Tos(239) = ¢, T3 (140) = 282 ® 140 = 47 - 282+ 36 - 140 + 192 = 19 = ug.

We get the following plaintext: 56; 43; 105; 59; 61; 19.
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4. CONCLUSION

A program has been developed that uses a free version of the Pascal ABC programming
language. The conducted experiments show that encoding/decoding is performed quite
quickly. The program works for any values of leaders, powers, and any plaintext of
length 6. It can be easily modified for a text of any length and any used quasigroups and
functions.

Algorithm 1* makes it possible to obtain an almost “natural” stream cipher, i.e., a
stream cipher that encodes a pair of plaintext elements at any step. It is easy to see that

Algorithm 1* can be generalized to the n-ary case.

Remark 4.1. Proper binary groupoids are preferable to linear quasigroups in terms
of the construction of the map F(x,y) for greater encryption security, but in this case,
decryption may be slower than in the case of linear quasigroups, and the definition of these
groupoids requires more memory. The same remark is valid for the choice of the function
g. Perhaps the golden mean in this choice problem is the use of linear quasigroups over

non-Abelian, especially simple, groups.

Remark 4.2. In this cipher, there is a possibility of protection against the standard
statistical attack. For this area, more commonly used letters or pairs of letters can be

denoted by more than one integer or more than one pair of integers [3].
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