Acta et Commentationes, Exact and Natural Sciences ISSN: 2537-6284

Volume 2(14), 2022, Pages 117-131 E-ISSN: 2587-3644
CZU 512.548 (043.3) DOI: 10.36120/2587-3644.v14i2.117-131

Dedicated to the memory of Professor Alexandru Basarab

Encryption and decryption algorithm based on the Latin
groupoid isotopes

LiuBoMIR CHIRIAC, AUREL DANILOV @, AND VIOLETA BoGDANOVA

Abstract. This paper studies encryption and decryption algorithm, using isotopes of
Latin groupoid. Cryptographic algorithms are computationally intensive processes which
consume large amount of CPU time and space during the process of encryption and
decryption. The goal of this paper is to study the encryption and decryption algorithm with
the help of the concept of Latin groupoid and notion of isotopes. The proposed algorithm
is safe in the implementation process and can be verified without much difficulty. An
example of encryption and decryption based on the Latin groupoid and the concept of
isotopy is examined.
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Algoritmul de criptare si decriptare bazat pe izotopii
grupoidului latin

Rezumat. In lucrarea de fati este dezvoltat un algoritm de criptare si decriptare care
se bazeazd pe utilizarea grupoidului latin, concept care a fost introdus de autori, si
a izotopilor grupoidului examinat. Implementarea algoritmilor criptografici reprezinta
procese intensive din punct de vedere computational i presupune consumul unei cantitati
mari de timp pentru funtionarea procesorului, cét i un volum important de spatiu pentru
memoria calculatorului pe durata procesului de criptare si decriptare. Scopul lucririi
este de a studia algoritmul de criptare si decriptare conceput cu ajutorul conceptului de
grupoid latin si notiunii de izotop. Algoritmul propus de autori este sigur in procesul
de implementare i poate fi verificat fard prea multe dificultifi. Este solutionat un
exemplu practic privind utilizarea algoritmului de criptare si decriptare dezvoltat in baza
grupoidului latin si a izotopiilor de grupoid.

Cuvinte-cheie: grupoid latin, izotopi, algoritm de criptare si decriptare.

1. INTRODUCTION

In cryptography the encryption and decryption procedures consist of a set of algorithms
and mathematical concepts and formulas that indicate the rules of conversion of plain

text to cipher text and vice versa combined with the secured key. In some encryption and
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decryption algorithms sender and receiver use the same key. While in other encryption

and decryption procedures sender and receiver use different keys. The major goal is
to develop any algorithmic encryption and decryption procedure to improve the level of
security. Therefore, this paper aims to propose a new encryption and decryption algorithm
to improve the secure level using, the concept of the Latin groupoid and notion of isotopes.

Our main results can be summarized as follows. In Section 2 we give the basic algebraic
notions. In Section 3 we propose an Algorithm to Encrypt and Decrypt message, using
isotopes of Latin groupoids. Finally, in Section 4 we give one example of Encryption and
Decryption algorithm based on the concept of Latin groupoid and isotopes.

We dedicate this paper to the memory of Professor Alexandru Basarab, who worked
for more than 50 years at the Faculty of Physics and Mathematics of Tiraspol State
University, Republic of Moldova and made many important contributions to theory of

loops and quasigroups.

2. Basic NOTIONS

In this section we recall some fundamental definitions and notations.

A non-empty set G is said to be a groupoid with respect to a binary operation denoted
by {-}, if for every ordered pair (a, b) of elements of G there is a unique element ab € G.

A quasigroup is a binary algebraic structure in which one-sided multiplication is a
bijection in that all equations of the form ax = b and ya = b have unique solutions.

An element e € G is called an identity if ex = xe = x every x € G.

A quasigroup with an identity is called a loop. The notion of quasigroup is hence a
generalization of the notion of group, in that it does not require the associativity law, nor
the existence of an identity element.

A groupoid G is called medial if it satisfies the law xy - zt = xz- yt forall x, y,z,t € G.

If a guasigroup G contains an element e such that e - x = x (x - e = x) for all x in G,
then e is called a left (right) identity element of G and G is called a left (right) loop.

In mathematical terms, a permutation of a set is defined as a bijective function
p : X — X. For example, there are six permutations of the set {1,2,3}, namely
(1,2,3),(1,3,2),(2,1,3),(2,3,1),(3,1,2) and (3,2, 1).

It is called permutation of degree n bijective function p : N* — N* and is written in

the following form:

1 2 n

P2l p@ o py |
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Denote by S, the set of permutations of degree n and card(S,) = n! Permutations can
be defined as bijections from a set S onto itself. All permutations of a set with n elements
form a symmetric group, denoted §,,, where the group operation is function composition.
Thus, for two permutations, o and § in the group S,,, the four group axioms hold: closure,
associativity, identity and invertibility. For every permutation «, there exists an inverse
permutation o', sothat@- @' = a~! - a= e, where e is identity permutation. In general,
composition of two permutations is not commutative.

Let E be anon-empty set. Thentheset S(E)={f : E — E : f—bijective}, together
with the function composition operation, is a group, called the permutation group of the
set E (or the symmetric group associated with the set E). If F is a set with the property
that there is a bijection between F and E, then the groups S(F') and S(E) are isomorphic.

Permutations are used in almost every branch of mathematics and many other areas of
science. In computer science, they are used to analyze sorting algorithms; in quantum
physics, for describing the states of particles; and in biology, for example, for describing
RNA sequences.

Let (G, %), (H, o) be groupoids. An isotopy from (G, %) to (H, o) is an ordered triple:
¢ = (f, g, h), of bijections from (G, %) to (H, o), such that f(a) o g(b) = h(a x b) or
h™'(f(a)og(b)) =axbforalla,b €G.

An (H, o) is called an isotope of (G, %), or (H, o) is isotopic to (G, %) if there is an
isotopy ¢ = (f, g, h):(G,*) — (H,0).

Hereafter, we share some examples of isotopies. If f : G — H is an isomorphism,
then (f, f, f) : G — H is an isotopy. We can write f = (f, f,f) : G — H. If all 3
permutations coincide: f = g = h, then isotopy turns into isomorphism. In this case we
will write f(x) o f(y) = f(x = y). In particular (1g, 1g,1g) : G — G is an isotopy
where 1¢ is the identity function on G.

If¢=(f,g, h):(G,*x) — (H,o) is an isotopy, then so is

¢~ = (g AT (H,0) = (G.%),
forif f~'(a) = c and g~1(b) = d, then ab = f(c)g(d) = h(cd), so that
f N a)g™"(b) = cd = h™'(ab).

LetN={1,2,...}andZ={...,-3,-2,-1,0, 1, 2,3, ...}. We shall use the notations and
terminology from [1, 2, 3, 4, 5, 7]. The results established here are related to the work in
[8,6,9,10, 11, 12].

Example 1. Let (Q, %) be a quasigroup, determined by the following Cayley table:
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*x|1]12|3|4
111324
21211143
313(4|1/(2
41412131

Let @, B, and y be three arbitrary permutations of the set Q. Then, applying the
permutation « of the elements on the border line, the permutation S of the elements on
the border column and the permutation y of the elements inside the table, one obtains a
new law of composition (o) on Q and it is clear that (Q, o) is isotopic to the quasigroup
(Q,%).

Thus, we consider:

1 2 3 4 1 2 3 4 1 2 3 4
a = ,ﬁ: ,Y = .
2 3 41 4 3 2 1 2 1 4 3

Applying the permutations «, 3, and v, it is obtained the following:

x[1]2]3]4 11234 11234
111|324 1[2/1]4]3 131412
2020143 @2l3]4]1]2]|B2]2]1]4]3
313(4(1(2 31412(3]1 311(3(2]4
41412131 411(3|2/4 414(2(3|1
o|1]2]3]4
114321
Yi2/1/2|3]|4
30204113
413142

We note that the quasigroup (Q, %) is medial, non-associative, since (3 x 4) x 2 #
3% (4% 2)and e = 1 is the right identity because x = 1 = x for every x € (Q, x). Isotop
quasigroup (Q, o) is medial, non associative, but e = 2 is the left identity because 2+x = x
for every x € (Q, o). We conclude from this that, unlike isomorphism which preserves
all properties of an algebraic operation, an isotopism does not preserve all properties.

A Latin groupoid of order n is a nXn array filled with s, distinct symbols (by convention
{aly, ...,als}),where s < n?, such that there are symbols which are repeated twice or more
times, in rows or columns.

It should be mentioned that a Latin groupoid is a Latin square of order n, isan X n
array filled with n = s distinct symbols, such that no symbol is repeated twice in any row

or column.
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Two Latin groupoids are isotopic if each can be turned into the other by permuting
the rows and columns. This isotopy relation is an equivalence relation; the equivalence
classes are the isotopy classes.

During the exposition of the material we will use also and another definition.

A non-empty couple of sets (G, Al), where |G| = n and |Al| = s, is said to be a Latin
groupoid with respect to a composition or operation (e) that sends any two elements
a,b € G to another element, a e b = al; € Al, where i = {1, ..., s} and the number of all
elements of the type al; € Al, which some of them can be repeated several times in rows
or columns, is equal to n?.

Denote a Latin groupoid by (G, Al, e).

Example 2. Letbe Q = {1,2,3,4,5,6} and Al = {space, S, !, B, V,R,H, G, O, D, H,
E,L, T,1, A, W,}. Let (o) be defined by the following Cayley table:

el 12|34 ]5|6
1/M|G|O|D|H|E
2\L|T|I|S|B|V
3I]W|A|R O|D
4/ H|E|R|L|T]|I
S5|S|B|!'WIAM
6|lO|E|A|H T

Then (Q, Al, ) is a Latin groupoid.

3.  ENCRYPTION AND DECRYPTION ALGORITHM BASED ON THE LATIN

GRrouPOID AND [SOTOPES
Below we describe the respective algorithm.

3.1. Steps to Encrypt the message

1. Define the alphabet Al = {aly, al,, ...,al;}, where ¢t is dimension of the set Al and
reN.

2. Define a set of n ordered elements Q = {1,2, ...,n}, where n € N and n® > .

3. Construct a Latin groupoid (Q, Al, ).

The construction of the Latin groupoid begins with the definition of the composition
or operation on the set Q. Define the operation (e) on the couple of sets (Q, Al), taking
into account the following conditions:

3.1. The result of the operation a b with respect to a operation (e) is an element
aeb=al; € Al foralla,b € Qandi=1,1.
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3.2. All results of the operations a e b = al; € Al,foralla,b € Q andi = E, made up

of the elements of the alphabet A/, are placed in a Cayley table, which has the dimension
nXxn.

3.3. The elements inside in the Cayley table aly, al, ..., al; are placed randomly. The
important thing is that each element of the alphabet al; € Al, i = 1,¢ is found at least
once as a result of the operation a e b for all a, b € G. The number of all elements of the
type al; € Al, where some of them can be repeated several times, is equal to n>.

3.4. In this way we obtain a Latin groupoid (G, A/, ®) in which the results of the
operation a e b for all a, b € G are all the elements of the alphabet Al and some elements
can be repeated several times. There is no maximum limit for how many times an element

of the Al alphabet could be repeated as a result.

4. In the Cayley table, it is determined how many times each of the elements of the
Latin groupoid (Q, Al, e) is repeated.

Denote by K the set of the number of repetition of all elements in the alphabet Al.

4.1. Let element al; be repeated by k; times, element al, be repeated by k>
times,....,element al; be repeated by k, times. In this way we get the set K = {k1, ko, ..., k+ },
where kg indicates the number of repetitions of the element al; in the alphabet A/, and
s = 1,t. By r = max{ky, ko, ..., k; } it is denoted the maximum number of repetitions of
the elements k, € K, 5 = E

4.2. Then there are determined all the pairs i ® j, where i, j = 1,n, of the elements
which give us the same result for each of the elements al; € Al, s = E

Denote by O, where p = 1,2, ..., r, the p-set of the results of the operations i @ j =
aly € Al foralli,j e Qand s = H

First, the set O is constructed by including only one result at a time of the operations
iej=ualgforalli,j € Q and for all elements al; € Al and s = 1,7. For example, if
al;, =ij e j1 =iye j, = .. =1, e j. then will be include in the set O only result of
the operation i; @ j;. It is obviously |O| = m, where m is the dimension of the secret
message.

Afterwards, the set O, is constructed by counting and including only one result at a
time of the operations i ® j = al; for all i, j € Q and for each element al; € Al,s = E,
with the exception of the results that were already included in the set O;. For example, if
alg, =ij e ji =iy e jp = ... =i, e j,. then will be include in the set O, only result of the
operation ip e jj.

At the last stage the set O, is constructed through identification and including all results
of the operations (with the exception of the results that were already included in the sets
O1,..,0,_1)iej=ual;e Alforalli,j € Qands = 1,1.
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For example, if al;, =i; ® j; =iy e jo = ... =i, e j, then will be include in the set O,
only result of the operation i, e j,.
It is important to note that ﬂ;zl 0, =0.

5. Define a set of n; ordered elements QO = {1, 2, ...,n;}, where n; < n.
6. Define the permutations a and S on the set Q.

7. Get the message for Encryption.
Let the secret textbe M1 = {aly, aly, ..., al,, }, where m is the dimension of the message
and aly € Al, s =1,1.

8. In the next table we will construct:

8.1. The set M1 which represents the message to be encrypted. The elements of the
set M1 are the elements of the secret text and |[M1]| = n% =m.

8.2. The set K| which indicates the number of repetitions of the elements of the secret
message M 1. The number of elements in the set K coincides to the dimension m of the
secret message M 1. All the elements of the set K| are one of the the numbers {1, ...,r}
which can be repeated several times.

8.3. The set P where the elements of the set P are formed by the numbers p = 1, ..., 7.
Each element of the set P indicates from which set O, the corresponding element
iej=uals € Alforalli,j € Qands =1,¢is taken. The number of elements of the set P
coincides with the dimension m of the secret message M 1.

8.4. The set R that includes all the elementi e j = aly € M1 for all i,j € Q and
s = I_n% is taken.

The set R = {ry,r2, ..., 1, } represents the secret message, where r; € O, p = 1,...,1

is determined by all pairsi e j = al, € M1 foralli,j € Q and s = l,n%.

9. Construct the Latin groupoid (Q1, R, o).

In order to increase the degree of protection of the message R we will construct the
Latin groupoid (Q1, R, o). All results of the operationsi e j = ry € R foralli,j € 0,
and s = Tn%, made up of the elements R, are placed in a Cayley table of a Latin groupoid
(Q1, R, o) which has the dimension n; X nj, respects the order of the elements in the set
R and places them one by one in the table, starting with the first row, the second one and

so on until the last n; — th row. In each row there will be exactly n;-elements.

10. The permutation « is applied to the Latin groupoid (Q1, R, o). Get the Latin
groupoid (Q1, R, 04).

11. The permutation 8 is applied to the Latin groupoid (Q, R, o,). Get the Latin
groupoid (Q1, R, og). The Latin groupoid (Q1, R, og) is an isotope of the Latin groupoid
(Q1, R, 0).
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The secret key for encryption is Latin groupoid (Q, Al, ) and the permutations @ and

B on the set Q1. The Latin groupoid (Q1, R, og) represents the secret message and will

be send to receiver.
3.2. Steps to Decrypt the message

1. The secret key for decryption is the Latin groupoid (Q, Al, e) and the permutations
a~!and 87! on the set Q.

2. Applying the permutation 8~! on the Latin groupoid (Q1, R, og), get the Latin
groupoid (Q1, R, 03;").

3. Applying the permutation &~! on the Latin groupoid (Q1, R, olgl), get the Latin

groupoid (Q1, R, o;') which coincides to the Latin groupoid (Q1, R, o).

T
4. Using the Latin groupoid (Q, Al, ) that was constructed at step 3 in the Encryption

Algorithm, we obtain the decrypted message.

4. Example of the use of the Encryption and Decryption Algorithm

Example. Interlocutor A needs to sent a secret message to interlocutor B. For this

purpose, the following steps are undertaken:

Step 1. Interlocutor A decides to determine the number of symbols of the alphabet A/
according to the secret message
M1 = {GOOD HEALTH IS ABOVE WEALTH! REMEMBER!}, where m = 38 is the
number of all elements, inclusive empty space.

Thus, the alphabet, defined by interlocutor A for message M1, is
Al = {space, G,O,D,H,E,L, T, I, A, W, S, |, B, V, R, H}.

Since Al consists of ¢ = 17 elements, then the set Q will have n = 6 elements. Hence,
0={1,2,3,4,5,6} andn’> =36 > 17 = t.

Step 2. Interlocutor A, taking into the consideration the conditions 3.1 — 3.4., defines
the operation (e) on the set Q and gets the Latin groupoid (Q, Al, e).
Interlocutor A defines the set Q1= {1, 2, 3, 4, 5, 6} and the permutations & and 8 on
the set Q. Let:
_(123456) _(123456

1 45326 1 4563 2]
The secret key for encryption is the Latin groupoid (Q, Al, ¢) and the permutations «

and 8.

Step 3. Interlocutor A defines the operation (o) on the set O and gets the Latin
groupoid (Q1, R, o), where R is set which represents secret message with the elements
iej=alge Mlforalli,j e Qands=1,38.
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Step 4. Interlocutor A applies the permutations «, 8 for encrypting the secret message
and sends it to interlocutor B.

Step 5. Interlocutor B receives the secret message (Q1, R, o) and secret keys: Latin
groupoid (Q, Al, ¢) and permutations « and S3.

Step 6. Interlocutor B computes and applies the permutations @~ ! and ! for decrypt-
ing the secret message (01, R, o) and read it.

It is required to describe more detailed Steps 1 — 5 in accordance with the algorithm

presented above.

Solve.

Steps to Encrypt the message.

1. Define the alphabet Al = {space,G, O, D, H, E,L, T, I, A, W, S, |, B, V, R, H},
where numbers of characters t = 17.

2. Define a set of n = 6 ordered elements Q = {1, 2, 3,4, 5, 6}, where 36 = n> > ¢ = 17.

3. Construct a Latin groupoid (Q, Al, ).

Define the operation (e) on the couple of sets (Q, Al), taking into account the following
conditions:

3.1. The result of the operation i e j with respect to an operation (e) is an element
iej=alg e Al,foralli,j € Q and s = I,T, where Al = {space, G, O,D,H,E,L, T, 1,
A, W, S, !B, V,R, H}.

3.2. All results of the operations i ® j = al; € Al = {space, G, O, D, H,E,L, T, I, A,
W, S, !,B, V,R,H} foralli,j € Q and s = 1,17, made up of the elements A/, are placed
in a Cayley table of a Latin groupoid (Q, Al, e), which has the dimension 6 X 6.

3.3. All elements aly € Al inside the Cayley table are placed randomly. An important
rule is that each element of the alphabet A/ is found at least once as a result of the operation
iejforalli,j € Q. Number of all elements of the type al; € Al, which some of them
can be repeated several times, is equal to 6.

Below, can see the operation table of the Latin groupoid (Q, Al, e).

o| 1|23 14]|5|6
1 G|O H| E
2/\L|T|TI|S|B|V
3/W[IA|R O|D
4/H|E|R|L|T|I
5/S|B|!TIWIAM
6/lO/E/IA|H|T M
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4. In the Cayley table, it is determined how many times each of the elements of the
Latin groupoid (Q, Al, e) is repeated.

In the tables below we will construct: the set K which indicates the number of repetition
of all elements in the alphabet A/ and the sets O, where p = 1,2, ..., r, which indicate
the results of the operations i ® j = aly € Al foralli,j € Q and s = 1, 17.

As the maximum number of repetitions of the elements in Al is r = 3, then the set K
is formed from the elements 1,2, 3. We will have the sets O, O, and O3.

It should be mentioned that ﬂ;: 10, =0.

In this way we obtain the tables below.

Al | space | G 0] D H E L T A

K 2 1 3 2 3 3 2 3 3

O1|1lel |[1e2|1e3|1ed4|1e5|1e6|2e1|2e2 e3|3e?2

0O,| 3e4 35|36 |40l |4e2 | 4ed|4e5|4e6|5e5

03 6e1 6ed|6e2 6e5 6e3
Al | W S !

K 2 2 1 2 2 2 2
O1|3e]l |24 53|25 |2e6|3e3 |56
O, |54 |5e1 S5e2|5e3|4e3 |66

Each element k; € K ={2,1,3,2,3,3,2,3,2,3,2,2,1,2,2,2,2} indicates the number
of repetitions of the corresponding element al; € Al = {space, G, O, D, H,E,L, T, [, A,
W, S, !, B, V,R, H}, where i = 1, 17.

5. Define a set of n;=6 ordered elements O = {1, 2, 3,4, 5, 6}.

6. Define the permutations @ and S on the set Q in the following way:

123 456 (1 23 456

a_(l 453 26)"8_(1 456 3 2)'

7. Get the message for Encryption. Let the secret text be M1 = {GOOD HEALTH IS
ABOVE WEALTH! REMEMBER!}, where m = 38 is the dimension of the message. In
this message we have 5 empty spaces. To reduce the dimension of the message to 36 we
will omit 2 empty spaces. Therefore, the secret message will be M1 = { GOODHEALTH

IS ABOVE WEALTH!REMEMBER!}, where m = 36.
8. In the tables below we will construct the sets: M1, Ki, P and R.
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M1| G O O D H E A L T H
K 1 3 3 2 3 3 2 3 2 3

R |1e2|1e3|3e5|1ed4|1e5|1e6|(3e2|2e1|2e2 |40l

M1 | space | 1 S |space | A B O \" E | space

R lel (203|204 | 10l [S5e5|2e5|6e] |2e6|4e2 | 304

M1| W E A L T H ! E

K 2 3 3 2 3 3 1 2 3 2
p 1 3 3 1

R |31 602|603 404|405 6004|563 |33 106|506

K, 3 2 3 3 2 1
P 2 2 3 3 2 1
R |42 | 606 |52 | 602|403 |53

In the above tables it is show that the result of the operationie j € R, which determines
the corresponding element al; € M1, is taken from the set O,, where r = 1,2, 3.

For example, the result of the binary operation 1 e 3 € R, give us the element O € M1
which is repeated 3 times in the text, because corresponding element in the set K is
3 € K. Theresult 1 3 = O is taken from the set O, because the corresponding element
inthe set Pis 1 € P. The set

R={1e2 103305 104, 15 106,302, 2e1,2¢2,401,101,203,2e4,
lel,55, 205 601,206,402, 304 301,602 603, 404 405 604,5e3,
303, 106,506,402, 606,502,602 4e3,5e3} determine the secret message. The
dimension of the set R is m = 36.

9. Construct the Latin groupoid (Q1, R, o).

In order to increase the degree of protection of the message R we will construct the
Latin groupoid (Q1, R, o). All results of the operationsie j = r; € R forall i, j € Q1 and
s = 1,36, made up of the elements R, are placed in a Cayley table of a Latin groupoid
(Q1, R, o), which has the dimension 6 X 6.
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o 1 2 3 4 5 6

1|1e2|1e3 365|104 |1e5|1e6
2302|201 |2e2 |40l |10l |2e3
3204|101l |5e5|2e5|6e1|2e6
4142|304 |31 |62 | 603 |4e4
5|/4e5| 604 |53 |33 | 106|506
6|42 | 606|502 602 403 |53

10. The permutation:

1 2 3 456
a =
1 453 26

is applied to the Latin groupoid (Q1, R, o). It is obtained the Latin groupoid (Q1, R, 04).

Ou 1 2 3 4 5 6

1 [1e2|1e3|3e5|1e4|1e5|1e6
2 |42 304 |3e]l 602|603 |4e4
3 |4e5|604 |53 |33 106|506
4 |2e4 |16l |5e5 (205|060l |20e6
5|32 (201 |2e2 |40l |1e]1|2e3
6 |42 606|502 | 602|403 |53

11. The permutation
1 23 456
B =
1 45 6 3 2

is applied to the Latin groupoid (Qi,R,0,). It is obtained the Latin groupoid
(Q1,R, 0p).

o 1 2 3 4 5 6

1 [1e2|1ed4|1e5|1e6|[3e5|1e3
2 |42 | 602 | 603|404 |3e]1|3e4
3 |4e5|(3e3|1e6|5e6|503| 604
4 |24 |25 601 |2e6|5e5| 101
5|32 |41 |10l |23 |2e2 |21
6 |42 | 602|403 |53 |52 |06006

The Latin groupoid (Q1, R, og) is the isotope of the Latin groupoid (Q1, R, o). The
Latin groupoid (Q1, R, og) represents the encryption of the message M1 and will be sent

to receiver B.
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The secret key for the encryption message M 1 is the Latin groupoid (Q, Al, ¢) and the

permutations @ and S on the set Q.

Steps to Decrypt the message

1. The secret key for decryption is Latin groupoid (Q, Al, ) and the permutations
a~', 87! on the set Q.

2. We compute the permutation S~! and we get:

ﬁ_1_123456
{16 52 3 44/

Applying the permutation 8~' on the Latin groupoid (Q1, R, og), which represent
encryption of the message M1, it is got the Latin groupoid (Q1, R, o[;l).

0g-1 1 2 3 4 5 6
1 le2 | 1e3 |3e5|1e4 | 15|16
2 |32 |3e4|3e1|602 603|404
3 |4e5|604 |53 |33 |1e6|506
4 (2e4|1el|S5e5|2e5|60e]1|2e6
S |32 |2e]1 (|22 401 |1e]1|2e3
6 (402|606 (502|602 403 |53

3. We compute the permutation &~ and we get:

L [1 23456
a = .
154236

Applying the permutation @~ ' on the Latin groupoid (Q1, R, O[_gl)’ it is obtained the
Latin groupoid (Q1, R, o,;') which coincides to the groupoid (Q1, R, o).

) 1 2 3 4 5 6

l1|1e2|1e3 365|104 |1e5|1e6
2|32 201 |22 (401|101 |2e3
3/204 |10l |5e5|2e5 601|266
4402 (304|301 | 602|603 (404
5|4e5| 604 |53 |33 | 1066|506
6|42 | 66|52 | 602|403 |53

4. Using the Latin groupoid (Q, Al, ) that was constructed at step 3 in the Encryption

Algorithm, we obtain the decrypted message.
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ol 123456
1/G|O|O|D|HJ|E
2/A|L|T|H I
318 A|B|O|V
4| E WIE|A|L
S5/TIH| ! |R|E|M
6/ EIM|B|E|R|!

In this way we obtained the secret message M1 = {GOODHEALTH IS ABOVE
WEALTH!REMEMBER!}.

4. CONCLUSION

We have proposed a simply and efficient Encryption and Decryption Algorithm based
on the Latin groupoid isotopes. Cryptographic developed algorithm does not consume
large amount of CPU time and space during in the process of encryption and decryption.
This cryptographic algorithm is safe in the process of the implementation and it is not
complicated to develop a program for the developed algorithm. In this sense, the authors,
based on the proposed algorithms, developed a program in the C++ programming language

that works quickly and efficiently.
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